A RAMEERIRAE
ISO/IEC 27001:2022

EERe. MERSHEMGEN — EERLE
BER —EX

Information security, cybersecurity and privacy
protection — Information security management
systems — Requirements




1 3
(0= =TT 4
0, B U oot e e 4
0.2 S B T R R A R A AT BT R oot s et e e 4
i = TR 5
A i =] ] oSO 5
B RTBTITE S ceveerereeeeeeeeeeeseeseeseeseseaseaseasesseesseeaseaseseassasasessessensesesssesseasesesseeseeaseasessaeseessesseanensseeseesseaneseasseeseesseseneanene 5
A ZBZRIRIE ..o eeeeeeeeeseeeeeeeeeesesseseaseeseeesseaseaseseaeeseaeeaneaseseeseeseeaeeaseaseeeeeseeaeeaneaseaeeeeseeseeneneseeeseeeeenreneaseenene 5
A1 BRI RELIRIE oo 5
A T A S T TR TR A B oo, 5
A B T T R R A T R B TG B oot e et 5
A S B R B T R B oo, 6
D A S e e eeeeeee e eeseeeeeeseaseeseeeee e eaeeaeeaesese et A eeeeeeee e eeAeeaeeeeeeaseAeeAseeeeeeaeeAeeeeee st aeeAeeeee e st aeeAeeaeeeeneaeeaeeeeseanearenseeeeeaneareneen 6
B L T A T T . oottt ettt e ettt e e 6
2 T oottt ettt e et e et e e e et 6
5.3 ZH BT T . T T AR oo 6
B R oottt ee et e e e aeeeeaseeeaseeeaseesaseesaseeeaseasanesaeeeeaneetaseeease et ane et anesease et aneesaneanane et aneataneeeaneasaneeeaneenaneananes 6
B, L R R U B T L BT A TE oot e et e et e et e et e et e et e s 6
R =G e =k 0= R 1L 1 TS 8
8.3 T B AT B oottt ettt e et et e et e e et eeee e e e et e e e e e e e st e e s eee e er e eenreees 8
T S et et er e et et et et ettt ettt ae et A e nat At et eeeAe et ee e At et et e Ae et e eAe e et eeeae et eeean et et e Aeaee et nenaen et neesen e nen 8
7L BB ettt et 8
T BB T oo ettt ettt e e 8
73 T ettt 9
T T ettt ettt 9
TS ST A T B oo, 9
B I B T ceureeeeeereueeeeeeeeesee e seeeaseeeaseeeaseeeaseaeaseeeaseeeaneseaseeeaseseaseaeaseeeaseeeaseaeane et aseeeaseseaseataseeeaseaeaneetaneeeaneaeaneeeaneaeaneaeaneeeneaeaneananen 10
B L T T I R B A ) oo 10
B2 AT R U B T oottt e et e ettt e e 10
B B T B T B A B oo, 10
LI5S 10
TR == A 2 o 2 T OO 10
0,2 P B R vttt ettt e e e e e e r e 11
0.3 B TB T B oottt eee oo 11
O G R 12
L0 L BB I a0E oottt e e 12
L0, N B T A T oottt ettt e et 12



Bl =

ISO (HFrbrefb 4y 2 & Ebruefb A (SO B At RS <. ) E EBrbr
HE TAEE R HISOH ARZ &5 i 75 B B X SRR R Z3 A 2 ff e (1 I H IO, SE RS
ZZR RS TAE. SISORKFEC RIS EERE B EEE T HSA W DS, 1SO5 E R T2 i 4

(IEC) It & AERF 7 A H TR F 55 .

ARSI G B S5 BIZESP FE 7 ILISONEC S ZEL ¥ 7y o JUHNER, ANFEZRAISO S 75 2
ANFE R . ASCEZBRISONIEC T 552 34 ( Wawww.iso.org/directives 5§
www.iec.ch/members_ experts/refdocs ) )2 30 U 2 211 %

RS SR L A 0T B L RIPRE] . 1ISOA A ST BT T SR B FIE B S T ARSI
BRI ERIE R, PR WA S 5 5/801S0 T 3 0% F 7= BE B (Whwww.iso.org/patents ) .

NASCA A R IR AR A4 R, DO T AT, AN O A5G il B A AT

KT HEIE AR ISORF IR ARTE M ZE IR Z R, AL ISOMSFWTO HARVE S 5 B 42
(TBT) HIfEE, Jwww.iso.org/iso/foreword.html . 7EIECH, Hlwww.iec.ch/understanding-
standards.

R HBEAFARZR I SISO/NEC ITC L5 BHAR, 7R ASSC2TER L4, ML MEER R
Gl B =IO AR E T A AR (ISO/IEC 27001:2013), 4 — R CL4 i 1517 PA 51SO/IEC 27002:2022
REF—F, B4 TISO/IEC 27001:2013/COR 1:2014. I1SO/IEC 27001:2013/COR 2:20154% A #li%
*.

FEAANI R

— AR E S EFR AR RBRAE F Y S5 R AR R — B

U A SO AT AR S G A ) 8, T Bk AR A FH 2 4 e R X b v AL B 1] . 48] BATE
www. iso. org/mbmbers. html F1 www. iec. ch/nationalcommittees?t H|ix tbH 21 i) 52 #E i B,


http://www.iec.ch/understanding-standards
http://www.iec.ch/understanding-standards
http://www.iec.ch/nationalcommittees

]l

0 5

0.1 &N

AR BN SCHL AR AT AEGRE B R e AR R EOR . RAMEE R Bk 24
4 — T E SR . HAUE B2 &S BIR RSN SCI R AL FHFEMH bR, TR, HH
PR B RE . U ZS R MR o T X SR i A 22 v RE BB I [R) A A2 A2 1

5 R AR R @ N RS E B R R R B PR e se AR R, FERAH T
AL RS R T B E RS Do

BEAE, 5R 72T K RIS H R )RR AR g5 M ) — 3 8 e b, R B
. ERRGMEHIE T EEERE R LS. WEKE, EELEEHRANLIEEESH
LT EMFFE.

AT SR ANE 2T T TR 2R RE J7 02 T 2 B B E B 24 EKR

RS A FR R R A T SR PRI AN I B 8% SR 174 B M B TR X S R B T SR I . 2R kg 5N
NITESIH .

ISO/IEC 27000 iR 715 B %2 &8 AR KL ERGRNE, 51 716 R 2SR Kb (B4
ISO/TEC 27003[2]. ISO/IEC 27004\ISO/IEC 27005, LA Sz AHICARIEFIE Mo

-

0.2 SHMEBKRIFENFREM
AR ISONEC & - MM SL v € X m R 454 MR S ahn il MIESCA, JEHIARE
A A%l SC, IR T 5 HAbSR A % SL IS BRAR R AR HE B AT A 1k

B 5 SL @ U RS AR Tk #1847 B — B HEAAR 0K 2 I A BUE 22 8 B4R RARHEZESR 14
GUEH R



ERRE. MEBRENBIMFIF—BEREEEFRZ—EX

1 SEE

ASCAFE T AEASURET FREL . SCBl. 4EP AIFFSOiE B & BR RGBSR . AT,
5 TR LE R T BT RS B2 A KU AR A A B A K

AP E R ESRRE R, G T SR, AR B . A GUERRE & A SR
A BEHREREE 4 TR 10 Frh FTAlE R T 2K

2 AeMsIAxH

N HU ST R4 BB S 20 A S DA BSOAS SO R 1) 7 AEA SO g AT 1 AVE I . FLR T B A
S SO, AE H AR RRAIE T A . NANE B S S, HEcHiRAs (SRR B
B @A A

ISO/IEC 27000 {2 EFHAR ZeHEAR EELEEHMAEER MAFFEI (Information technology
— Security techniques — Information security management systems — Overview and vocabulary)

3 ARIBRENX

ISO/IEC 27000 F5E HIARTEAIE S T A A
IS0 A1 TEC 7E R AL CRAT T F T Fr Ak R A TR B0 /2 -
——1ISO ZEZ M- 6 - https://www. iso. org/obp
——1IEC B A}: 7l £E https://www. electropedia. org/

4 {RANIREE
4.1 IBRRLEO N HIME
HA N E S BRI, HiznmHsPliE B 22458 AR R T4 B G8 S AB A1 3
VE: XX E, 20 1S0 31000:2009 [5] , 5.3 Fr LA BRI R A
4.2 IBFEE X TS Sk FnEAEE
2H A N e
) (5B EEERARMEITT;
b) IXUEEFHIC T E K
c) 15 B8 PRAR R R MR LS RO 1S B A 2
VE: ST SR A ERGEE . SRESRA T 5.

4. 3 HEREREEEKRTEHE

NI A5 B L A BAA R AL S E e, DU S

FERfE TO I, HEANHTE

a) 4.1 PR RSN ERT P ARSI

b) 4.2 FHREIFIER,

C) SISt A B 18] ) S Fe 5 At 2 23 St PR3 3 2 T PR T AR R 2R



I B M SR I AT

LABERREEENER

A NHL A S EER, T

5.1 S M&EIE

5.2 5%t

5.3

d e R NGB DU VES), IESNE B A R RIS R

a)
b
c)
d
e)
)
g)
h)

TE: AEASCPE RS RIN Mk 55 wl T SCRIERE X G AE 1) H IR A A% O AR RS 31

B ORESL 15 B R HIEAE B2 e B s, JFSHRE T 17—
PORRHE B 2 2 E HAR REORE G 21U HIT R

PR 15 S 2 4 PR R T s BT 5

TIEA NS B 2R G5 B 2 a8 BAR R ZOR I BB
PR 15 B 2 4 PR RIL B TS R

T8I SRR FONAE B 2 48 BRAK A 1A MRS L ik
{1t R it

SCRFHAAI SRS B, AR Sl ATR US4 G B T H DU TE

e B RN S B 2 e, %I N

HSHLAEEMHEH;

BEEREZE R (K 6.2) BUNBEE R %4 HirHIEL,
BLAE T AL T T 15 I8 22 M DR BRI A 5

B FFEE O E B Z 2 E AR RN . HE LT N
AR AEISSIRIVEE

TEA SN G 27418 5

&I, AR TT R

HANME, TEFBUR

S LS S 5 e KA € BB A9 43 R0
B

)
)

o

T

6 MR

Iﬁ' U’ﬂ}*

BRI BE STEAARLR , P

R fe B 2 2B AR R & A LTI ER;

I e i B R R B R E AR RET

i E B Z O NRG EE Z 2T ARG, SRR .

6. 1 Rt KU FIH = O3 ie

6.1.1 20

HMRNE B G AR RN, HANHRE 4.1 PRI EIN 4.2 FIRBIER, FFHfE T 2N
Xt R, P

SIS eSO E B 2 e HA R, Wi

K

3t



6. 1.

6.1

Q) RS B2 A B R A B TR 45
b) TR B A R g2 ;
c) IAFIRFEE .
LHE AR«
d) T I R AL 22 1 475 it
e)  ifa.
D XSRS RG2S R RI RS, IS
2) VP IR LR A R
2 (ERRE XK
MY E OF MG B2 RSP #E, DL
Q) B E B e R HEN, AL
D AR AEN;
2) A5 A KR VEAl SE R o
b) IR SR IS B2 A KR Al 7 A — B0 A R A AT LB ) 25
o HANME B A R
D FAMGER ARSI, DORAINE B a8 A RV E N 55 BR% . S8
A R A R ) AU
2) BB TIEN
A AHE R AR
D 3Pl 6.1.200 L HRTRAM R KA S, AT HE BN E R
2) VA 6.1.20) 1D Hr AT 0 U SRR A AR IR R REME 5
3 M A .
&) VN E R A
D R e RS 6.1.2a) H 7 KU HE U EAT B A
2)  HRRAL B HE E T RS SR 2
YR B A KA B2 4 KB VPG IS FR SRS B

S REERENKAE

HARE SOF NG R 2N EL R, P

a) FEHRE KIS AL A R A FEA b, e PEE A5 B 2 4 XU AL Bk I

b) B S LA A5 S22 e XS A B R IO 4 85 (Y BT A 5

VE L HFRER, HSURTBHER], BORBIR B AR RORIERE ]

c) ¥ 6.1.3b) E RN 5 I A R EOEEHIET AL, JRIIERA S E A

TE 2. Bt A T RRENE B2 ISR a IR . AT P ATEERI S A 4R ST, BRI
EEpuR/ YNNI S e kil

vE 3: M A TSRS R &, Rl RERE BEAMNIE B 7 a5,
d) HlE—AEHEFAHE, /5.
—— RS [0 6.1.3b) Fic) ] ;



— R A P UL

—— TV E R ) 5 LS

— KB A AR IR A B R 5

e) fHilE IEAfE B % e KA & itk

) IRIF B SUE N B 22 4 RS Ak B TR AR B 2 il i WU (RS2 itk e . A
TREA A5 B 2 2 KIS Ak B RE 1 S5 2

TE 4 ARG B 2 A USSR AT AL B A2 5 1SO 31000 Hh & H A Ji U RIE FH i i AH UL -

6.2 ERREBIRRESLIML

HEANAEAH R IRBEA Z 2 S5 B4 H s

5B A HARR:

a) HERZEEH—;

b)  ATllE CAnniAT)

¢) FHEIEM NG BT,  DUS RS PSR KU Ak B 45 5
) R

e) 1HEIVLH;

£) &M

g)  AEASCA RIS BT 3REL.

ML AR A A5 B2 4 BRI S E B
TERRI WA A B(E B 224 B ARe, HEU8NHHE:
h) B4

i) FHEHATE;

) HiERT

k) AR K

D aifa] PR &5

6.3 TEAIHK
MG E TR TS LG AR, AT R T RIEEAT
7% FF
7.1 B
LN E FF R BER ST . S, AR IR R OB B 2 B AR AR P R K B
7.2 87
AN :
a) WHEALLRES N NFELRHLME B %5000 TR N S E 5

b) Btk LR NREELMEE . HIlsL LGBl Fae s AT AR,
C)  IEHINS, SREUENE AGIRIG L ZHIRE ST, FF VAR TR B A Rk



d)  PREIE B SCIHLE BAE I RE I HIESE -
T TGRS E AT RS, Bling e BLA e IR AR, 1R S EERT I R LE RE IR

o

7.3 &1R

FEALZUEI N TARRIN RN T i

a) fEE%EITE;

b)  HXHEE LT HERARAER TR, BN E B 2 &SR 2T AL
©) AFFEE B e PR R E R AR A .

7.4 7918

IR Rt e 515 B 2 S TR RAH G NS A1 AN VA B 7oK, AL dE
a) WA As

b) [ 4]
c)  HifEA]
d) Ry
e) FCMVAEMIT AL

N

&7
(3

=

75 XHHLIER

7.5.1 20

MG B 2 BAA RN AL

a)  ACIFESRESCAE B

b) AME B A EAR R R, HETHE 1% B SRR

H: ARALUT KT B 2428 BAR RO E B TEIS AL A LR ANFI, X T
D AL RIS R AR S 2
2) IR KA EAE B S AR
3 AGRE

7.5.2 BIEFIEFR
B H S A B, SN RE 24 -
) FRRFEER (Blnbs . B, (EESEIHRS)
b) & (FIEF . BAERA . ER) M BT (BFIangesn. B
C)  RhIE B M AN FE AP IR VT AU

7.5. 3 X HHE BRI
5 R A PR R RS ISR B SO B R B, LA R
a)  {EFT ZE M SURIT TR), S Al Y BRSS9
b) MREFESHIGRY B fRE L. A BRERASE) .
NEHISER, G, HEUN558 I LT3
©) k. Vil KREAMEH;



d) FEREMGRYT, CIERRETT L
e) IEHIARE (RS
f)  CREGMIALEE.

HAE K IRIAEATE B 2 2B HAR R P 7 AR IS AE ., RS RE 24 1R,

B LH'* il o
Vi UrIR)aT RERS 5 5 X SeVF B SIS S BRI VR AN B8 L S A ARAE B AR E

71—

8 BT
8. 1 BITHIXIFNIZHI

HALINFR L Seht A oy 1 R Z R P AR R,
—— R R ST
—— AR A D)0 I A STt A o
St 6 HH R it
MR RRFF SCAAE BAR B D FERE,  DAAME X Lok R4 T RS 2T
M AN AT A B2 B IFvP e AR T AR BE R 5 SR, 0 B R Ekﬁﬁﬁﬁﬁﬁgﬁﬂﬁ
HRRNFIRIMBIR AN S B L 2T HA R IR, = EURSS 2&2Z M .

8. 2 EERE XK ITh

I

HANHE 6. 1. 2a) P SL AU, vt Sl RIS T Te) B, B2 R AR S PR B AR, AT (S

Qﬁzé JREPPA o AL OR B A5 2 22 4 AU VAl 4 SR (1 SO RS 2
8.3 EERRENKEALE

NS B 2 A X AL Bl
RN OR B A5 B R e X AL B AR E R .

9 SELFMN
9.1 ML, ME. SHFFIEN

ZH 21 N 0

a) ity EEAM AT R ) N 7, RS S R i AR A 5

=1
b) G R AP T, ARG EIE RO AR Ink (5 0 e A vT LA

HA] FEEL A 204
C) AT IRF RIPRAT A B
d) ER AR A
e) TRk LA A AP M AR B ) 4 5
) WERI AT A PR IX £e g

HZA R PR B I8 A 1K S B D9 M R I B 45 SR AR A

HANPHNE B R ST LAE B 2 a8 AR R 1A R



9.2 MERE#%

9.2.1 =M
MY N AZ TR RN RN A B REAT N B A%, DAREME R, #iE(E B 2B iR,
a) LA
D HLH S G B8 AR RINER;
2) AAFIER.
b) EEMRBAG B ALY
9.2.2 AMEZAR
YN B, @, SRR SRR (—AEEA) , GRS, JE ST BRI
FERFIR 5 o
FEREST N F A2 7 S, 2N FEAR ST AR ) B B M DA B A 45 2R
YL
a) B SCBRICH A R R DAY
b) R B A DR St A, W O A AR R R LA A TE A
o) FAORRE LSS R B R E EE
DR BA SUAF A JE A o A% 7 5 St R o A 225 SR PR3

9.3 E=IEVEEH

9.3.1 &N

e B2 N AR ] [RIRE P o A (S B2 B R R, UMGRERFSNEEM. 20
PR AR
9.3.2 EIEFEFE@A

EHEVE N
a) DU BEVE R RS RS
b) 515 B A HAR R I MR P U AR
o) HEERAE I RA KM ST T R 1) AR
) HRAEBLZEGIN R, QR #ES
1 REFE A IE it
2) BRI S
3) HIZAR;
D AE B4 HhRTERIE
e) HHIRTT Rt
) UBS PG 45 3 S AR AL B vE RITRIRES s
Q) FREEUEMIPLE

i
N

nuk

9.3.3 EIEITFESE
EEEPE R 45 N HE SRS O S A DG W DL R AR B AR RISk, A



PN R B S AR B BT o 25 L LR o
10 B4
10. 1 FFEpuH

MY NFFEE G B 2 E IR RIE B 78 VAN Rk
10.2 NFFERYIERTE

ARAEATTEN, HL:
a) KA A SN, 3 I
D KRB, DAEHET LA I

2) HER;
b) I PLU RIS, PR SREUE BT AR R S i R oK, PABIEATF AR A, slirE HAth i
R

)RR
2) WA G
) WERMMO AR AR B, ST AR
©) IR T
d) VP E (A TR ) T S HE O A
e) WAEEM, BRI IR

A IE it M T B AT & IR A IE A

HANLOR B S AR AR D AR J7 T RS -
£ ARFE LR PR BT ] J5 224 it
Q) AR ERETER AR



Bi¥=x A
(e
Information security controls reference

SEE R LIS

N LIRS B A st R R A 5 1S0/TEC 27002:2022 55 5 &4 18 ZARX N, FAE
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A1 SRR EITH

A'5 —I\*ﬁﬁu
A5.1 Policies for information secu- | Control
rity Information security policy and topic-specific policies shall be de- fined,
o approved by management, published, communicated to and
18 B4 kg acknowledged by relevant personnel and relevant interested parties, and
reviewed at planned intervals and if significant changes occur.
sl
5B ZERIEFERE TR KIS NAE L, HE RS A, 1%
B PITAEXARFIRHEXTT.
A.5.2 Information security roles and | Control
Responsibilities Information security roles and responsibilities shall be defined and
allocated according to the organization needs.
&R A e uE s |
P 5 B2 A TUENIZRBNTFE T UE LMD HEC.
A5.3 Segregation of duties Control
0324355 Conflicting duties and conflicting areas of responsibility shall be seg-
regated.
sl
N3 B R R 57 S L DA T
A5.4 Management responsibilities | Control
BERME Management shall require all personnel to apply information security in
accordance with the established information security policy, top- ic-specific
policies and procedures of the organization.
=
@Fﬁ%*%ﬁk%#ﬁﬂﬂﬁ%i%huﬁéﬁ% AR B
T MR FHAE B2
A5.5 Contact with authorities Control
S HAREN LA HIPE A The organization shall establish and maintain contact with relevant
authorities.
T2
N IR 5 AH R IR BEA LA 385K R
A.5.6 |Contact with special interest Control
groups The organization shall establish and maintain contact with special interest
S E AT B R groups or other specialist security forums and professional associations.
172 il
AN RS I YRS SR E AR TT et Lol 22 iR TR AT b B 2 38
Hﬁ/ N ©
A.5.7 Threat intelligence Control
BN ER Information relating to information security threats shall be collected and

analysed to produce threat intelligence.
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A58

Information security in project
management

WHE B RER 7 e

Control
Information security shall be integrated into project management.

F il

RORHE B 2 e NI H B

A59

Inventory of information and
other associated assets

FCAbAH B 7 17 A

,fl:I l_n

Control

An inventory of information and other associated assets, including
owners, shall be developed and maintained.

it
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A5.10

Acceptable use of information
and other associated assets

= SN AR 5 B 7 R T4 3
it

Control

Rules for the acceptable use and procedures for handling information and
other associated assets shall be identified, documented and implemented

2
IR A BT 2 S A
e 115

HARAR R B = I R NI ALIRRE P, TR

A5.11

Return of assets

R IRE

Control

Personnel and other interested parties as appropriate shall return all the
organization’s assets in their possession upon change or termination of their
employment, contract or agreement.

£
LE_ET ARMBAARSK AR & R b AR S sl ki, B IE 5 F R A

HA %,

A5.12

(EESYFES

Control

Information shall be classified according to the information security needs
ofthe organization based on confidentiality, integrity, availability and
relevant interested party requirements.

17 1l
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A.5.13

Labelling of information

ERMIRL

Control

An appropriate set of procedures for information labelling shall be
developed and implemented in accordance with the information clas-
sification scheme adopted by the organization.
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A.5.14

Information transfer{= 2%

T

Control

Information transfer rules, procedures, or agreements shall be in place for
all types of transfer facilities within the organization and between the
organization and other parties.
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M. FFEEAE L

S AL H A

A.5.15

Access control

i ()4

Control

Rules to control physical and logical access to information and other
associated assets shall be established and implemented based on busi- ness
and information security requirements.
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A5.16

Identity management

SinEE

Control

The full life cycle of identities shall be managed.
12

MX St ARHTEE.

A5.17

Authentication information

£HEL

Control

Allocation and management of authentication information shall be
controlled by a management process, including advising personnel on
appropriate handling of authentication information.

F= 1l

NS AEBSRE, MENER
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A.5.18

Access rights

P EIABR

Control

Access rights to information and other associated assets shall be
provisioned, reviewed, modified and removed in accordance with the
organization’s topic-specific policy on and rules for access control.

12l
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A.5.19

Information security in supplier
Relationships

HYBFREPNEERE

Control

Processes and procedures shall be defined and implemented to manage the
information security risks associated with the use of supplier’s products or
services.

=l
RIRBIF e EMEF, EREAHEHRITRSEXERREN
B

A.5.20 |Addressinginformationsecurity| Control

%g}iﬁ%’;}f&aér%eggi % Relevant information security requirements shall be established and agreed
] 'E,ﬁ AL R GEEES with each supplier based on the type of supplier relationship.
R

1=l
REEET LRI O R, ARG R R EoR, ISR — 3

A.5.21 |Managing information security | Control

g;ct:g()l;lizrcr}?;gllzn a[r}g%)::lmul_ Processes and procedures shall be defined and implemented to manage the
chain &y PPY!information security risks associated with the ICT products and services
el ke LT [SUPPY chain.
TG g2kl

IS8 ORI FEANRR 7, DA RS ICT ™ it IR 55 L B AR DR IR 15 B 22 4
P

A.5.22 |Monitoring, review and change | Control

managemzltofsupphersermsfs The organization shall regularly monitor, review, evaluate and manage
TEFL Y RARSS AR PRI change in supplier information security practices and service delivery.

k]
AR E A A PR B R R AE S e A SRR IR S5 A AT P K AR A

A.5.23 |Information security for use of | Control

cloud services

ZRFEREER

Processes for acquisition, use, management and exit from cloud services shall
be established in accordance with the organization’s information security
requirements.
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A.5.24 |Information security incident |Control
;r:;lirz)angementplannmgandprepa- The organization shall plan and prepare for managing information secu- rity
.- |incidents by defining, establishing and communicating information security
é,uﬁt?$1¢ HEAOMIUFA |incident management processes, roles and responsibilities.
=
HARA 2 X B A EE Re sFH g LR, e, A%
S B A AT R A 25
A.5.25 |Assessment and decision on in- | Control
formatgnggecug% ;[3/ e;ts The organization shall assess information security events and decide if they
RR%R o R are to be categorized as information security incidents.
= il
AL VHAE B2 et Jte R IHIAENEE 22
A.5.26 |Responsetoinformationsecurity| Control
Incidents . o . .
. Information security incidents shall be responded to in accordance with
= B2z SIS
AR R AR the documented procedures.
=l
G R SCAT A B R i 7 A B 22 A A o
A.5.27 |Learning from information se- |Control
i}\l{r;té Tg;??qu 5 Knowledge gained from information security incidents shall be used to
s e strengthen and improve the information security controls.
sl
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A5.28 | (ollection of evidence Control
TEHE s £ The organization shall establish and implement procedures for the iden-
tification, collection, acquisition and preservation of evidence related to
information security events.
Eetil
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i o
A.5.29 |Information security during Control
E?;E%‘;EE%O% a4 The organization shall plan how to maintain information security at an
EICEEES appropriate level during disruption.
?ﬂ
PR RIE PRI EN ARG EEZE4THE DIEHMKE,
A.5.30 |ICT readiness for business con- Control
tinuity . . N
K o ICT readiness shall be planned, implemented, maintained and tested
K rE ML
W S5 ESMITOR S based onbusinesscontinuity objectivesand ICT continuity requirements.
REFES W SES M BARFITCESMER, X, K. BPFNHITC
.
A.5.31 |Legal, statutory, regulatory and | Control
contractual requirements Legal, statutory, regulatory and contractual requirements relevant to

PR L BN R

information security and the organization’s approach to meet these
requirements shall be identified, documented and kept up to date.

=
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A.5.32 |Intellectual property rights Control
IR =Y The organization shall implement appropriate procedures to protect
intellectual property rights.
il
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A.5.33 |Protection of records Control
R ERIA Records shall be protected from loss, destruction, falsification, unau-
thorized access and unauthorized release.
Bl
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A.5.34 |Privacyandprotectionofperson-| Control
al identifiable information (PII) N . . . .
A TR R B 4247 The orgarlllzatlon-shall identify aqd meet the requirements regarding the
BRAAF] nAlE BRI preservation of privacy and protection of PIl according to applicable laws and
regulations and contractual requirements.
=l
HZA BRI I . AN [RIEESR, IR0 I 2 0 B FACR4P AIPT L
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A.5.35 |Independent review of informa-| Control
tion security The organization’s approach to managing information security and its
T s implementation including people, processes and technologies shall be
RRREMMITFH reviewed independently at planned intervals, or when significant changes
occur.
il
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A.5.36 |Compliance with policies, rules| Control
2:éiu:it§,ndards for information Compliance with the organization’s information security policy, top- ic-
N " _ . | specific policies, rules and standards shall be regularly reviewed.
HEERRS R ENFIRE ey
=
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BT
A.5.37 |Documented operating proce- |Control

dures

AL RIRIERLE

Operating procedures for information processing facilities shall be
documented and made available to personnel who need them.

=
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6 People controls A R#z#]
A6.1 Screening & Control
(A7.11 Background verification checks on all candidates to become personnel shall be
carried out prior to joining the organization and on an ongoing basis taking into
consideration applicable laws, regulations and ethics and be proportional to
the business requirements, the classification of the information to be accessed
and the perceived risks.
ekl
RIAEININA I |, FRAEFFE R BEal b, 25 8 30 vk iR RUAERE, X
PP i N R g NEAT 18 SO, IR 5055 20K . U5 Il B 2 R AT AT Rk
ORI ) PRUISS: 8 EE A8
A6.2 Terms and conditions of em- Control
Ployment k
A Fi 2% 25 1 46 1 The employment contractual agreements shall state the personnel’s and the
(A?I}\Z - organization’s responsibilities for information security.
il
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A.6.3 Informationsecurityawareness,| Control
eg‘gif‘g’i?g tr%;(r;lrn%gn B3| Personnel of the organization and relevant interested parties shall receive
‘:&/_‘\‘ﬁ 2'%\1’“ ENsCL appropriate information security awareness, education and training and
o regular updates of the organization's information security policy, topic-
specific policies and procedures, as relevant for their job function.
=l
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A.6.4 Disciplinary process Control
SEAALTRI T A disciplinary process shall be formalized and communicated to take actions
(A.7.2.3 against personnel and other relevant interested parties who have committed
an information security policy violation.
=
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A.6.5 Responsibilitiesaftertermination| Control
%{ )%};Zrlltg%%;%ggi)?; ent Information security responsibilities and duties that remain valid after
(A.?.S.i 7 termination or change of employment shall be defined, enforced and
communicated to relevant personnel and other interested parties.
k]
LI AT 25 1B BT S 150 00 (S B2 e Dt RIS, LA A R EALE XA
HEFHIFHIT.
A.6.6 Confidentialityornon-disclosure| Control
Agreements Confidentiality or non-disclosure agreements reflecting the organ- ization’s
Bl A T needs for the protection of information shall be identified, documented,
{%(f* %2{%% LS regularly reviewed and signed by personnel and other relevant interested
B parties.
i
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A.6.7 Remote working Control

TR
(A6.2.2

Security measures shall be implemented when personnel are working remotely
to protect information accessed, processed or stored outside the organization’s

premises.
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A.6.8 Information security event re- | Control
porting o . .
e EAIRL The organization shall. provide a mechanism for personnel to report obser.ved
Ao IR or suspected information security events through appropriate channels in a
(A16.1.2 timely manner.
k]
YN AN G B —FOHLE], SR 1 2 (0 SR8 R 4 15 UL 52 21 1) B BE 1)
ERZAEES,
7 Physical controls #3212
A7.1 Physical security perimeters Control
MEZE Security perimeters shall be defined and used to protect areas that
(Al1111 contain information and other associated assets.
P
7 SRS 22 40 SR AR 476,25 A SR FAth AR 98 97 1) X 3
A.7.2 Physical entry Control
MENH Secure areas shall be protected by appropriate entry controls and
(A11.12 access points.
P
LA XN IS S N AN SRR
A.7.3 Securing offices, rooms and fa- | Control
cilities . . ' I .
o N . | Physical security for offices, rooms and facilities shall be designed and
INAE S T A IO 22 4 R 4 implemented.
(A.11.1.3) i
il
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A7.4 Physical security monitoring | Control
YRR EN Premises shall be continuously monitored for unauthorized physical
) access.
k]
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A7.5 Protecting against physical and | Control
environmental threats . . . .
P T Protection against physical and environmental threats, such as natural
MEFENE R R 237 disasters and other intentional or unintentional physical threats to
(A11.1.4) ) . .
infrastructure shall be designed and implemented.
=)
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A7.6 Working in secure areas Control
EREXETIE Security measures for working in secure areas shall be designed and
(A11.15) implemented.
87 T T AR S A 2 A DX A B 22 4 it
A7.7 Clear desk and clear screen Control
75 2 S TR e SR Clear desk rules for papers and removable storage media and clear screen rules
(A.11.2.9) for information processing facilities shall be defined and appropriately

enforced.
=
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A.7.8 Equipmentsitingand protection | Control
R R Equipment shall be sited securely and protected.
(A.11.2.1) N
12
BRENZE BNRYP
A79 Security of assets off-premises |Control
i%gﬁ;"zﬁ?)\ B 15 9 7 A Off-site assets shall be protected.
- R LGV S 7 AT
A.7.10 |Storage media{7-fifi /1 /i Control
( A.8.3.1 A.8.3.2) A. Storage media shall be managed through their life cycle of acquisition, use,
8.3.3 transportation and disposal in accordance with the organization’s classification
scheme and handling requirements.
=l
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A.7.11 |Supporting utilities Control
SCHAE B Information processing facilities shall be protected from power failures
(A-11.2.2) and other disruptions caused by failures in supporting utilities.
vy /4
JSLARAP {5 S5 A T 1A 6 (5 G T R SRR P A 140 2 288 5 18 e Y e e A A o
A.7.12 | Cabling security Control
(A.11.2.3) Cables carrying power, data or supporting information services shall
be protected from interception, interference or damage.
Pl
SRR B SRS SRS I LR S 2 BT . IR
A.7.13 |Equipment maintenance Control
B3 Equipment shall be maintained correctly to ensure availability, integrity and
(A11.24) confidentiality of information.
k]
BN T CLER s ZES, DABR ORI AT AIVE . Se BEVEAIME B A DR E5 1E
A.7.14 |Secure disposal or re-use of Control

Equipment
BEH LB HN A
(A11.2.7)

Items of equipment containing storage media shall be verified to en- sure that
any sensitive data and licensed software has been removed or securely
overwritten prior to disposal or re-use.

2 ]
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8 Technological controls ;A2
A8.1 User end point devices Control
AR%imis s Information stored on, processed by or accessible via user end point
?) devices shall be protected.
k]
JSE ORI i A7 AE P e B . e P 2 B0 2% b B 7 ] )5 2 22 4
A8.2 Privileged access rights Control
R (AR The allocation and use of privileged access rights shall be restricted and
(A9.2.3) managed.
12
J2 R A1) T AR VR TR0 AR 20 A T
A8.3 Information access restriction |Control
5BV PR Access to information and other associated assets shall be restricted in
(A9.4.1) accordance with the established topic-specific policy on access control.
=l
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A8.4 Access to source code Control
PEARHD (1337 v 4 o) Read and write access to source code, development tools and software
(A.9.4.5) libraries shall be appropriately managed.
=l
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A.8.5 Secure authentication Control
Eeat Sl Secure authentication technologies and procedures shall be implemented based
(A.9.4.2) on information access restrictions and the topic-specific policy on access
control.
k]
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A.8.6 Capacity management Control
A EER Theuse of resources shall be monitored and adjusted in line with current and
(A-12.1.3) expected capacity requirements.
il
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A8.7 Protection against malware Control
Pre B R Protection against malware shall be implemented and supported by
(A122.1) appropriate user awareness.
k]
R BA3e BRI s B A A A RIR IR S Hr
A8.8 Management of technical vul- | Control

nerabilities
AR5 I 5 v
(A.12.6.1

Information about technical vulnerabilities of information systems in use shall
be obtained, the organization’s exposure to such vulnerabilities shall be
evaluated and appropriate measures shall be taken.

il
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A.8.9 Configuration management Control
FEEEEQ) Configurations, including security configurations, of hardware, software,
services and networks shall be established, documented, implemented,
monitored and reviewed.
=
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A.8.10 Information deletion Control
BYillis Information stored in information systems, devices or in any other storage
(A8.32) media shall be deleted when no longer required.
=
BEEERRR. REIEBENRTNES, SAFFTENNMER.
A.8.11 |Data masking Control
HARF#K(?) Data masking shall be used in accordance with the organization’s topic-specific
policy on access control and other related topic-specific policies, and business
requirements, taking applicable legislation into consideration.
=
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A.8.12 |Dataleakage prevention Control
B 1E St 5 Data leakage prevention measures shall be applied to systems, net- works and
(?) any other devices that process, store or transmit sensitive information.
=
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A.8.13 |Information backup Control
B ackup copies of information, software and systems shall be maintained an
=R&h Back f inf f d hall b d and
(A1231 regularly tested in accordance with the agreed topic-specific policy on backup.
il
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A.8.14 |Redundancyofinformation Control
piOE-I CESSIPHg‘fagl/IEIeS Information processing facilities shall be implemented with redundancy
ERAER IR sufficient to meet availability requirements.
(A17.21 N
AL
SEAEREN EKI TR, WHETRAMHER
A.8.15 |Logging H& Control
(Al241 Logs that record activities, exceptions, faults and other relevant events shall
be produced, stored, protected and analysed.
=)
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A.8.16 |Monitoring activities Control
BRET Networks, systems and applications shall be monitored for anomalous
?) behaviour and appropriate actions taken to evaluate potential infor- mation
security incidents.
A.8.17 |Clock synchronization Control

FrhE20
(A12.4.4

The clocks of information processing systems used by the organization shall

be synchronized to approved time sources.
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A.8.18 |Useofprivilegedutility Control
pir og:flmsn The use of utility programs that can be capable of overriding system and
’«F??;&f%iazﬁﬁﬁﬁﬂﬂ application controls shall be restricted and tightly controlled.
o 12
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A.8.19 |Installation of software on op- | Control
egaflgggnggrﬁig Procedures and measures shall be implemented to securely manage software
Je TSI installation on operational systems.
(A.12.5.1
=l
MEMETRGR R E T2 EEEFNER.
A.8.20 |Networks security Control
(B Networksand network devices shall be secured, managed and controlled
(Al13.11 to protect information in systems and applications.
=
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A.8.21 |Security of network services | Control
MRS =S Securitymechanisms, servicelevelsand servicerequirements of network
(A131.2 services shall be identified, implemented and monitored.
=l
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A.8.22 |Segregation of networks Control
2 e B 125 Groups of information services, users and information systems shall
(A.13.1.3 be segregated in the organization’s networks.
ikl
RN TR EE BIRS . P REERSR.
A.8.23 |Web filtering Control
W28 75 128 Access to external websites shall be managed to reduce exposure to
( ) malicious content.
Eekil
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A.8.24 |Use of cryptography jilz% Control
HafE : : : .
(A1011 A1012 Rules for the effective use of cryptography, including cryptographic key
i S management, shall be defined and implemented.
k]
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A.8.25 |Secure development life cycle |Control

ZeFREwEH
(

Rules for the secure development of software and systems shall be
established and applied.

2
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A.8.26 | Application security require- |Control
menti . Information security requirements shall be identified, specified and approved
N BREER when developing or acquiring applications.
(Al421 N
12
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A.8.27 |Secure system architecture and| Control
engineering principles Princi . . .
. 25 R B T JEE T rinciples for engineering secure systems shall be established, docu- mented,
maintained and applied to any information system development activities.
TR RYGAH S TR Lo engineer ; oo
=l
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A.8.28 |Secure coding Control
R R Secure coding principles shall be applied to software development.
=l
ZeHBENNEBTRETR
A.8.29 |Security testing in Control
gﬁgeigfgg‘f:rtce Security testing processes shall be defined and implemented in the
T 4 AT I o B 2o e dfzvelopment life cycle.
(A.14.2.9) =41
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A.8.30 |Outsourced development Control
INEFF R The organization shall direct, monitor and review the activities related
(A1427 to outsourced system development.
k]
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A.8.31 |Separation of development, Control
test.and production Development, testing and production environments shall be separated and
environments secured
TF MR PR o |
(A.12.1.4) 1=l
AR WKL TR D BHRRZE
A.8.32 |Change management Control
EEEHE Changes to information processing facilities and information systems shall be
(Al1212 subject to change management procedures.
k]
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A.8.33 |Testinformation Control
MHAE R Testinformation shallbeappropriately selected, protected and managed.
(A14.31) N
=
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A.8.34 |Protection of information sys- | Control

tems during audit testing
HZNIA SRR ERRFNR
7

(A12.7.1)

Audit tests and other assurance activities involving assessment of op- erational
systems shall be planned and agreed between the tester and appropriate
management.
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